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PURPOSE:

To specify procedures for periodic testing and revision of contingency plans. Proper testing and revision
will serve to continually refine resumption and recovery procedures and reduce the potential for failure.

POLICY:

OSU will implement procedures for periodic testing and revision of contingency plans.
8164.308(a)(7)(ii)(D)

PROCEDURE:

Contingency procedures must be tested periodically to ensure the effectiveness of the plan. The scope,
objective, and measurement criteria of each exercise will be determined and coordinated by the Contingency
Plan Coordinator on a “per event” basis.

There are two categories of testing: announced and unannounced. In an announced test, personnel are
instructed when testing will occur, what the objectives of the test are, and what the scenario will be for the
test. Announced testing is helpful for the initial test of procedures. It gives teams the time to prepare for the
test and allows them to practice their skills. Once the team has had an opportunity to run through the
procedures, practice, and coordinate their skills, unannounced testing may be used to test the completeness
of the procedures and sharpen the team’s abilities. Unannounced testing consists of testing without prior
notification. The use of unannounced testing is extremely helpful in preparing a team for emergency
response because it focuses on the adequacy of in-place procedures and the readiness of the team.
Unannounced testing, combined with closely monitored restrictions, will help to create a simulated scenario
that might exist in an actual contingency operation. This more closely measures the teams’ ability to
function under the pressure and limitations of a disaster. Once it has been determined whether a test will be
announced or unannounced, the actual objective(s) of the test must be determined. There are several
different types of tests that are useful for measuring different objectives.

A recommended schedule for testing is as follows:
o Desktop testing on a quarterly basis
e One structured walk-through per year
« One integrated business operations/information systems exercise per year
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Designated HIPAA Officials and other staff at each clinical area will determine end-user participation.




